Ethics CLE: The Usual Suspects

The Usual Suspects: Al, Fraud, Bad Intake and
That Bar Complaint You Forgot to Mention

This presentation will explore four topics with which attorneys must grapple — some
potentially daily and others at some point in their practice. First, we’ll examine the growing role
of artificial intelligence in the legal landscape, including its benefits and potential pitfalls. Next,
we’ll delve into the rise of wire fraud and strategies for protecting client funds. We’ll also address
common client intake issues that can lead to ethical or operational challenges. Finally, we’ll
discuss practical steps for effectively responding to and managing bar complaints.
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II1.

The Usual Suspects: Al, Fraud, Bad Intake and

That Bar Complaint You Forgot to Mention

Presented by Lawyers Mutual of Kentucky (LMICK)

Written by Jared W. Burke, Esq. — May 14, 2025

www.lmick.com

Al Fraud, Bad Intake and Bar Complaints — What About Them?

This presentation will explore four topics with which attorneys must grapple — some
potentially daily and others at some point in their practice. First, we’ll examine the
growing role of artificial intelligence in the legal landscape, including its benefits and
potential pitfalls. Next, we’ll delve into the rise of wire fraud and strategies for
protecting client funds. We’'ll also address common client intake issues that can lead
to ethical or operational challenges. Finally, we’ll discuss practical steps for
effectively responding to and managing bar complaints.

The Rules and Ethics Opinions

The issues that will be discussed during this presentation are covered by both the
Kentucky Rules of Professional Conduct (the “Rules”) under SCR 3.130, as well as
two (2) relevant KBA and ABA Ethics Opinions. The pertinent Rules that LMICK will
focus on are: SCR 3.130 (1.1) competence, (1.4) communication, (1.5) fees, (1.6)
confidentiality, (3.3) candor toward the tribunal, (5.1) supervision of associates, (5.2)
responsibilities of a subordinate lawyer, (5.3) responsibilities regarding nonlawyer
assistants, (8.1) disciplinary matters, and SCR (3.150) access to disciplinary matters.

The relevant Ethics Opinions discussed below are KBA Ethics Opinion E-457 citing,
inter alia, KBA Ethics Opinion E-437 and ABA Formal Opinion 512. The links are
provided for your ease of reference.

The Rules

A. Competence (SCR 3.130 (1.1))

A lawyer shall provide competent representation to a client. Competent
representation requires the legal knowledge, skill, thoroughness and
preparation reasonably necessary for the representation.

Comment (6) to (1.1): “To maintain the requisite knowledge and skill, a
lawyer should keep abreast of changes in the law and its practice including
the benefits and risks associated with relevant technology, engage in
continuing study and education and comply with all continuing legal
education requirements to which the lawyer is subject.”
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B. Communication (SCR 3.130 (1.4))
(a) Alawyer shall:
(1) promptly inform the client of any decision or circumstance with
respect to which the client's informed consent, as defined in Rule

1.0(e), is required by these Rules;

(2) reasonably consult with the client about the means by which the
client's objectives are to be accomplished;

(3) keep the client reasonably informed about the status of the matter;

(4) promptly comply with reasonable requests for information; and

(5) consult with the client about any relevant limitation on the lawyer's
conduct when the lawyer knows that the client expects assistance not
permitted by the Rules of Professional Conduct or other law.

(b) A lawyer shall explain a matter to the extent reasonably necessary to
permit the client to make informed decisions regarding the
representation.

C. Fees (SCR 3.130 (1.5))

(a) A lawyer shall not make an agreement for, charge, or collect an

unreasonable fee or an unreasonable amount for expenses. The factors to be

considered in determining the reasonableness of a fee include the following:

(1) the time and labor required, the novelty and difficulty of the questions
involved, and the skill requisite to perform the legal service properly;

(2) the likelihood that the acceptance of the particular employment will
preclude other employment by the lawyer;

(3) the fee customarily charged in the locality for similar legal services;
(4) the amount involved and the results obtained;

(5) the time limitations imposed by the client or by the circumstances;
(6) the nature and length of the professional relationship with the client;

(7) the experience, reputation, and ability of the lawyer or lawyers
performing the services; and

(8) whether the fee is fixed or contingent.
(b) The scope of the representation and the basis or rate of the fee and

expenses for which the client will be responsible shall be communicated to
the client, preferably in writing, before or within a reasonable time after



commencing the representation, except when the lawyer will charge a
regularly represented client on the same basis or rate. Any changes in the
basis or rate of the fee or expenses shall also be communicated to the client.

(c) A fee may be contingent on the outcome of the matter for which the
service is rendered, except in a matter in which a contingent fee is prohibited
by paragraph (d) or other law. Such a fee must meet the requirements of Rule
1.5(a). A contingent fee agreement shall be in a writing signed by the client
and shall state the method by which the fee is to be determined, including the
percentage or percentages that shall accrue to the lawyer in the event of
settlement, trial or appeal; litigation and other expenses to be deducted from
the recovery; and whether such expenses are to be deducted before or after
the contingent fee is calculated. The agreement must clearly notify the client
of any expenses for which the client will be liable whether or not the client is
the prevailing party. Upon conclusion of a contingent fee matter, the lawyer
shall provide the client with a written statement stating the outcome of the
matter and, if there is a recovery, showing the remittance to the client and the
method of its determination.

(d) A lawyer shall not enter into an arrangement for, charge, or collect:

(1) any fee in a domestic relations matter, the payment or amount of
which is contingent upon the securing of a divorce or upon the amount of
alimony, maintenance, support, or property settlement in lieu thereof,
provided this does not apply to liquidated sums in arrearage; or

(2) a contingent fee for representing a defendant in a criminal case.

(e) A division of a fee between lawyers who are not in the same firm may be
made only if:

(1) the division is in proportion to the services performed by each lawyer,
or, each lawyer assumes joint responsibility for the representation;

(2) the client agrees to the arrangement and the agreement is confirmed
in writing; and

(3) the total fee is reasonable.

(f) A fee may be designated as an advance fee. An advance fee agreement shall
be in a writing signed by the client evidencing the client's informed consent,
and shall state the dollar amount of the fee, its application to the scope of the
representation and the time frame in which the agreement will exist.

. Confidentiality of Information (SCR 3.130 (1.6))

(a) A lawyer shall not reveal information relating to the representation of a
client unless the client gives informed consent, the disclosure is impliedly
authorized in order to carry out the representation or the disclosure is
permitted by paragraph (b).



(b) A lawyer may reveal information relating to the representation of a client
to the extent the lawyer reasonably believes necessary:

(1) to prevent reasonably certain death or substantial bodily harm;
(2) to secure legal advice about the lawyer's compliance with these Rules;

(3) to establish a claim or defense on behalf of the lawyer in a controversy
between the lawyer and the client, to establish a defense to a criminal
charge or civil claim against the lawyer based upon conduct in which the
client was involved, or to respond to allegations in any proceeding,
including a disciplinary proceeding, concerning the lawyer's
representation of the client; or

(4) to comply with other law or a court order.
E. Candor Toward the Tribunal (SCR 3.130 (3.3))
(a) A lawyer shall not knowingly:

(1) make a false statement of fact or law to a tribunal or fail to correct a
false statement of material fact or law previously made to the tribunal by
the lawyer;

(2) fail to disclose to the tribunal published legal authority in the
controlling jurisdiction known to the lawyer to be directly adverse to the
position of the client and not disclosed by opposing counsel; or

(3) offer evidence that the lawyer knows to be false. If a lawyer, the
lawyer's client, or a witness called by the lawyer, has offered material
evidence and the lawyer comes to know of its falsity, the lawyer shall take
reasonable remedial measures, including, if necessary, disclosure to the
tribunal. A lawyer may refuse to offer evidence, other than the testimony
of a defendant in a criminal matter, that the lawyer reasonably believes is
false.

(b) A lawyer who represents a client in an adjudicative proceeding and who
knows that a person intends to engage, is engaging or has engaged in
criminal or fraudulent conduct related to the proceeding shall take
reasonable remedial measures, including, if necessary, disclosure to the
tribunal.

(c) The duties stated in paragraphs (a) and (b) continue to the conclusion of
the proceeding, and apply even if compliance requires disclosure of
information otherwise protected by Rule 1.6.

(d) In an ex parte proceeding, a lawyer shall inform the tribunal of all
material facts known to the lawyer which will enable the tribunal to make
an informed decision, whether or not the facts are adverse.



F. Responsibilities of Partners, Managers and Supervisory Lawyers
(SCR 3.130 (5.1))

(a) A partner in a law firm, and a lawyer who individually or together with
other lawyers possesses comparable managerial authority in a law firm, shall
make reasonable efforts to ensure that the firm has in effect measures giving
reasonable assurance that all lawyers in the firm conform to the Rules of
Professional Conduct.

(b) A lawyer having direct supervisory authority over another lawyer shall make
reasonable efforts to ensure that the other lawyer conforms to the Rules of
Professional Conduct.

(c) A lawyer shall be responsible for another lawyers violation of the Rules of
Professional Conduct if:

(1) the lawyer orders or, with knowledge of the specific conduct, ratifies
the conduct involved; or

(2) the lawyer is a partner or has comparable managerial authority in the
law firm in which the other lawyer practices, or has direct supervisory
authority over the other lawyer, and knows of the conduct at a time when
its consequences can be avoided or mitigated but fails to take reasonable
remedial action.

G. Responsibilities of a Subordinate Lawyer (SCR 3.130 (5.2))

(a) A lawyer is bound by the Rules of Professional Conduct notwithstanding that
the lawyer acted at the direction of another person.

(b) A subordinate lawyer does not violate the Rules of Professional Conduct if
that lawyer acts in accordance with a supervisory lawyer's reasonable resolution
of an arguable question of professional duty.

H. Responsibilities Regarding Nonlawyer Assistants (SCR 3.130 (5.3))
With respect to a nonlawyer employed or retained by or associated with a lawyer:

(a) a partner, and a lawyer who individually or together with other lawyers
possesses comparable managerial authority in a law firm shall make reasonable
efforts to ensure that the firm has in effect measures giving reasonable assurance
that the person's conduct is compatible with the professional obligations of the

lawyer;

(b) a lawyer having direct supervisory authority over the nonlawyer shall make
reasonable efforts to ensure that the person's conduct is compatible with the
professional obligations of the lawyer; and

(c) a lawyer shall be responsible for conduct of such a person that would be a
violation of the Rules of Professional Conduct if engaged in by a lawyer only if:



(1) the lawyer orders or, with the knowledge of the specific conduct,
ratifies the conduct involved; or

(2) the lawyer is a partner or has comparable managerial authority in the
law firm in which the person is employed, or has direct supervisory
authority over the person, and knows of the conduct at a time when its
consequences can be avoided or mitigated but fails to take reasonable
remedial action.

I. Bar Admission and Disciplinary Matters (SCR 3.130 (8.1))

An applicant for admission to the bar, or a lawyer in connection with a bar
admission application or in connection with a disciplinary matter, shall not:

(a) knowingly make a false statement of material fact; or

(b) fail to disclose a fact necessary to correct a misapprehension known by the
person to have arisen in the matter, or knowingly fail to respond to a lawful
demand for information from an admissions or disciplinary authority, except
that this Rule does not require disclosure of information otherwise protected
by Rule 1.6.

J. Access to Disciplinary Information (SCR 3.150)

(1) Confidentiality. In a discipline matter, the proceeding is confidential prior
to the filing of a verified answer to a Charge or, in the case of default, until thirty
(30) days following service on the Respondent pursuant to SCR 3.164.

(2)(a) Notwithstanding subsection (1), the pendency, subject matter and status
may be disclosed by Bar Counsel if:

i. The Respondent has waived confidentiality;
ii. The proceeding involves public reciprocal discipline;

iii. The disclosure of any information is made for the purpose of
conducting an investigation by the Inquiry Commission or the Office of
Bar Counsel; or

iv. A Motion for Temporary Suspension is pending.

(b) After considering the protection of the public, the interests of the Bar, and
the interest of the Respondent in maintaining the confidentiality of the
proceeding prior to the filing of a verified answer to a Charge or, in the case of
default, until thirty (30) days following service on the Respondent pursuant
to SCR 3.164, the pendency, subject matter and status may also be disclosed
by Bar Counsel at the discretion of the Chair of the Inquiry Commission, or of
the Chair's lawyer member designee, if:

i. The proceeding is based upon an allegation that the Respondent has
been charged with a crime arising from the same nexus of facts; or
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ii. The proceeding is based upon a finding by a court in a civil matter that
an attorney has committed conduct that may constitute a violation of the
Rules of Professional Conduct.

(3) Duty of Participants. All Participants in a proceeding under these Rules
shall conduct themselves so as to maintain the confidentiality requirement of this
Rule. Nothing in the rule shall prohibit the Respondent from discussing the
disciplinary matter with any potential witness or entity in order to respond in a
disciplinary proceeding, or to disclose to any tribunal, or to disclose any
information for the purpose of conducting a defense. This provision shall not
apply to the Complainant or the Respondent after the Inquiry Commission or its
Chair has taken action on a Complaint including the issuance of a charge, the
issuance of a private admonition, or a dismissal, including those pursuant to SCR

3.160(3).

(4)(a) Request for Non-Public Information. A request for non-public
information to the Office of Bar Counsel may be considered by the Inquiry
Commission and may be granted if the request is made by:

1. The Character and Fitness Committee;

ii. A Lawyer Disciplinary Enforcement Agency;

iii. A Judicial Disciplinary Enforcement Agency; or
iv. The Chief Justice of the Kentucky Supreme Court.

(b) A request for non-public information to the Office of Bar Counsel may be
considered by the Court if the request is made by a Law Enforcement Agency,
or other official authorized by federal or any state's law to investigate or
prosecute misdemeanors or felonies, or the equivalent thereof, in any
jurisdiction, provided that the agency or official certifies under oath with
specificity that the information is necessary to a pending investigation. In this
event the Respondent shall receive notice unless the Court determines that
disclosure of the request would seriously prejudice the investigation.

(c) In the absence of a third-party request, the Inquiry Commission may
permit the disclosure of any non-public information to any of the entities
listed in (4)(a) upon application to it by the Office of Bar Counsel.

(d) In the event of a request under (4)(a) or (c) notice to the Respondent is
not required, although the Inquiry Commission may require notice upon
review of the application.

(5) Public Proceedings. Upon the filing of a verified answer to a Charge or, in
the case of default, thirty (30) days following service on the Respondent pursuant
to SCR 3.164, or upon the filing of a petition for reinstatement, an application for
restoration, or an affidavit of compliance pursuant to 3.501, the record of the
Disciplinary Clerk, and any further proceedings before the Board or Court, shall
be public except for:



III.

(a) deliberations of the Inquiry Commission, Board of Governors, or the
Court; or

(b) information with respect to which a protective order has been issued.

(6) Protective Orders. The Inquiry Commission, the Trial Commissioner, the
Board, or the Court, which at the time the order is sought has the case pending
before it, may, upon application of any person or entity, and for good cause
shown, issue a protective order. Such an order may protect the interests of a
Complainant, witness, third party, Respondent, Applicant or Bar Counsel. The
order may prohibit the disclosure of specific information otherwise privileged or
confidential and direct that the proceedings be conducted so as to implement the
order, including requiring that the hearing be conducted in such a way as to
preserve the confidentiality of the information that is the subject of the
application.

(7) Notice to National Discipline Data Bank. The Disciplinary Clerk shall
transmit notice of all public discipline imposed against a lawyer and
reinstatements to the National Discipline Data Bank maintained by the American
Bar Association.

Practical Tips

The preceeding Rules are important for every lawyer to understand. Whether you are a
partner, managing, or subordinate attorney in a firm, the same Rules and ethical
obligations are required of every attorney permitted to practice in Kentucky. The
following information is not only important to understand and implement for the actual
attorney involved in a case or matter, but critical to supervising attorney(s) as well to
avoid any potential disciplinary charges or other causes of action against the attorney
and/or their firm.

A. AI — Artificial Intelligence, Real World Impacts

i. Al can assist attorneys in several ways by streamlining document review,
assisting with document preparation, document brainstorming,
automating routine tasks including client communication and interaction,
and ultimately improving efficiency and reducing costs.

ii. However, when using Al in your practice, there are several Rules and
ethical opinions that provide guidance on how attorneys must deal with
the rapid integration of Al in the legal landscape.

ili. KBA Ethics Opinion E-457

1. Opinion Issued March 15, 2024

2. This Opinion posed seven (7) Questions with corresponding
Answers.


https://cdn.ymaws.com/www.kybar.org/resource/resmgr/ethics_opinions_(part_2)_/kbae457artificialintelligenc.pdf

3. Question #1: ‘Like other technological advances, does an attorney
have an ethical duty to keep abreast of the use of Al in the practice
of law?”

a. Answer: YES!

i. LMICK TIP-LMICK recommends that even
if you or your firm at not “tech-savvy”, then you
must adapt and/or hire staff that can ensure your
firm’s compliance with technological advancements
in the practice of law.

1. “I don’t understand AI...”
a. That excuse is NO LONGER VALID.

b. You must recognize that Al is here to
stay.

4. Question #5: “If an attorney utilizes Al in the practice of law, is the
attorney under a continuing duty to safeguard client information?”

a. Answer: YES!

b. Also see SCR 3.130 (1.6), Confidentiality of
Information

i. “Alawyer shall not reveal information relating to
the representation of a client unless the client gives
informed consent, the disclosure is impliedly
authorized in order to carry out the representation
or the disclosure is permitted by paragraph (b).”

1. LMICK TIP-If Al is utilized by an
attorney and confidential client information
is leaked or disclosed, the attorney could
face disciplinary action for violating SCR
3.130 (1.6).

ii. Accordingly, Lawyers must maintain client
confidentiality to uphold legal privilege. Before
using Al, they should evaluate data protection
measures and ensure no confidential information is
entered into prompts or used as data input into Al
to generate a response.

5. LMICK TIP-KBA Ethics Opinion E-457 also discusses
fees under SCR 3.130 (1.5).
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a. KBA Ethics Opinion E-457 provides that lawyers must
consider the following:

i

ii.

iii.

Learning about AI, keeping up to date with
advancements, etc. should be considered as part of
a lawyer’s overhead.

Lawyers cannot send clients “inflated bills” due to
“savings generated by using Al.

Lawyers may request reimbursement for using Al
paid services, but only if discussed before
representation commenced.

1. Goes back to SCR 3.130 (1.4)
Communication. You must discuss the
means by which the client's objectives are to
be accomplished with the client.

b. LMICK TIP->LMICK recommends that you read the
full KBA Ethics Opinion E-457 to learn what other
requirements are needed of an attorney when dealing with

Al

iv. ABA Formal Opinion 512

1.

2.

Opinion Issued July 29, 2024

The Opinion states, “Lawyers using GAI [generative artificial
intelligence] tools have a duty of competence, including
maintaining relevant technological competence, which requires an
understanding of the evolving nature of GAI. In using GAI tools,
lawyers also have other relevant ethical duties, such as those
relating to confidentiality, communication with a client...”

a.

Again, both KBA Ethics Opinion E-457 and ABA
Formal Opinion 512 both discuss client confidentiality

when using Al

SCR 3.130 (1.4), Communication

i.

ii.

“A lawyer shall reasonably consult with the client
about the means by which the client’s objectives are
to be accomplished.”

Accordingly, if Al is going to be utilized during the
representation, the lawyer needs to determine in
what scope or capacity, and if asked by the client
whether AI will be used during the representation,
be honest.
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iii.

v.

1. ABA Formal Opinion 512 also discusses
fees and how to approach them when
utilizing AI.

a. Make sure your client is fully aware
that AI may be utilized during the
representation and have a fee
schedule in place that accounts for
Al production.

LMICK TIP~- ABA Formal Opinion 512

states each law firm needs to have in place
guidelines for using AI, which applies to Partners,
Subordinate lawyers and support staff. Again,
please see SCR 3.130 (5.1), (5.2), and (5.3).

LMICK TIP- LMICK recommends that you
read the full ABA Formal Opinion 512 to learn
what other requirements are needed of an attorney
when dealing with AL

v. Additionally, when utilizing Al in your practice, you must always be
cognizant of SCR 3.130 (1.1), Competence.

1.

In addition to being mindful and competent of yours and your
firm’s actions regarding the implementation of Al, you must also
now be cognizant of the fact that experts, and other third parties
are also using Al in their practice.

a. Kohls, et al. v. Ellison, et al., 24-cv-3754, 2025 U.S. Dist.

LEXIS
1.

ii.

iii.

28 (D. Minn., Jan. 10, 202
U.S. District Court for Minnesota

The Court was faced with the issue of an expert for
the defense who unintentionally included
“hallucinations” (incorrect or misleading results
that AT models generate) in his declaration filed
with the Court.

In this case, ironically enough, the Plaintiffs were
challenging a new Minnesota law that was designed
to prohibit “deepfakes” (images, videos, or audio
that have been edited or generated using artificial
intelligence) and disinformation in political
campaigns. In defense of the statute, the
Defendants retained an “Al expert” from Stanford
University who filed a declaration with the Court in
support of his testimony.
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iv. However, upon reviewing the declaration, the Court
became aware that the declaration contained Al
hallucinations.

v. Accordingly, the Court ultimately excluded the
expert’s declaration as being untrustworthy.

vi. Inthe case, the expert admitted to using GPT-40 (a
paid Al subscription) which generated two fake
citations to two non-existent academic articles, and
incorrectly cited the authors of a third article. The
expert admitted to not verifying the AI output
before signing the declaration which was filed with
the Court.

vii. However, in the case, the Court was cautious to not
criticize the expert for using AI or admonishing the
defense for allowing Al to be used. However, the
Court stated, “But Attorney General Ellison’s
attorneys are reminded that Federal Rule of Civil
Procedure 11 imposes a “personal, nondelegable
responsibility” to “validate the truth and legal
reasonableness of the papers filed” in an action.”

viii. SCR 3.130 (3.3) Candor toward the tribunal

1. The Kohl’s Court makes it clear that it is
incumbent upon all attorneys to ascertain
the veracity of all documents and
information put before the Court, whether it
be your filings, or that of your expert(s).

b. LMICK TIP- LMICK recommends that you have a
checklist or set of questions that you have prepared to
submit to each of your potential witnesses regarding their
usage of Al in preparation for any testimony. Additionally,
similar/same questions should be asked of opposing
witnesses, particularly of experts in discovery and
depositions.

c. LMICK TIP- “Shepardize” and/or “KeyCite” any
citations that are generated by Al. By doing so, you can
reduce the risk of inadvertently citing to an hallucination
generated by Al
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B. Wire Fraud — Could it Happen to Me?

CertifID*, a leader in fraud protection for the real estate industry, published its “State
of Wire Fraud 2025 Report.” The report states, “Losses from cybercrime reported to
the FBI Internet Crime Compliant Center (IC3) exceeded $12.5 billion last year, a
22% increase in annual losses. Most of these losses reported to the IC3 are the result
of fraud and scams.” The report further states, “Real estate has become a particular
target, where the problem has grown to nearly $500 million in losses from business
email compromise annually.”

Attorneys in every area of the law should be aware of the serious concerns regarding
cybersecurity and wire fraud. However, this is especially true with real estate
practitioners, given the sensitive information attorneys and their staff handle and the
financial transactions involved with this type of legal work.

The report goes on to state, “52% of all consumers are “not aware” or only “somewhat
aware” of the risks of wire fraud.” Further, the report states that, “Over 1 in 4 (26%)
of home buyers and sellers reported receiving suspicious or fraudulent
communications during their closing process.” Additionally, the report provides that
among victims who realized they had become victims of their money being sent to
the wrong place, “73% of consumers were able to recover all or most of their funds.
However, that left 27% of consumers with less than half to no funds recovered.”

i. Some of the Main Wire Fraud Concerns Include:
1. Email Spoofing and Business Email Compromise (BEC)

a. Threat: Hackers impersonate attorneys or clients to
redirect wire transfers.

b. Impact: Funds can be irreversibly stolen if sent to
fraudulent accounts.

c. Real-life scenario: A hacker gains access to an attorney’s
email, monitors conversations, and at the right moment
sends a fake wire instruction that appears legitimate.

2. Phishing and Social Engineering
a. Threat: Attorneys and staff may receive convincing emails
or calls designed to trick them into giving up credentials or

downloading malware.

b. Impact: Compromised systems or access to sensitive
client info.

1 CertifID is a leader in fraud protection for the real estate industry. The company safeguards billions of
dollars every month with advanced software, digital payments, direct insurance, and proven recovery
services. Trusted by title companies, law firms, lenders, realtors, and home buyers and sellers.
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C.

Concern: High-value cases and confidential data make
law firms prime targets.

3. Inadequate Cybersecurity Measures

a.

Threat: Weak passwords, unencrypted communications,
lack of multi-factor authentication (MFA), or outdated
software.

Impact: Makes it easier for attackers to breach systems.

Concern: Small or mid-sized firms often lack robust IT
departments.

4. Data Breaches and Client Confidentiality

a.

Threat: Breach of client data (e.g., intellectual property,
personal data, case strategies).

Impact: Legal liability, loss of trust, malpractice claims,
bar complaints.

Concern: ABA and KY Supreme Court Rules require
attorneys to safeguard client data. See SCR 3.130 (1.6),
Confidentiality of Information

5. Ransomware Attacks

a.

Threat: Malware encrypts firm data and demands
payment for release.

Impact: Operational downtime, reputational damage,
financial loss.

Concern: Even firms with backups may face issues if
client data is leaked or sold.

6. Wire Transfer Protocol Vulnerabilities

a.

Threat: Inconsistent or informal procedures for verifying
fund transfers.

Impact: Increased risk of sending money to fraudulent
accounts.

Best Practice: Always confirm transfer instructions by
phone with a known contact.
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7. Regulatory and Ethical Compliance

a. Threat: Failure to meet obligations under data privacy
laws (e.g., GDPR, HIPAA, CCPA).

b. Impact: Fines, sanctions, malpractice liability.

c. Concern: Attorneys must understand not only legal risk,
but also technical standards. Please see SCR 3.130 (1.1),
Competence, Comment 6 (Technological Competence).
Lawyers have a duty to stay abreast with the benefits and
risks of relevant technology.

8. Third-Party Vendor Risks

a. Threat: Cloud providers, court filing platforms, or e-
discovery vendors may be less secure.

b. Impact: Data could be exposed via external systems.

c. Concern: Attorneys are still responsible for protecting
client data, even when using outside services.

ii. Checklist and Solutions to Mitigate Risk of Wire Fraud
While this list is certainly not exhaustive, it can at least help you and your
firm begin to take the necessary steps to protect yours and your client’s

interests regarding cybersecurity.

1. Email & Communication Security

a. Enable multi-factor authentication (MFA) on all email
accounts.

b. Use a custom domain email address (avoid
Gmail/Yahoo/etc. for legal business).

c. Train staff to spot phishing, spoofed emails, and suspicious
attachments. Consider random penetration testing by an
outside vendor who will simulate a cyber-attack.

d. Include 'DO NOT TRUST WIRE INSTRUCTIONS VIA
EMAIL' warnings in email footers.

e. Encrypt sensitive emails using secure communication
platforms.

2. Wire Transfer Protocols

a. Verify all wiring instructions with a phone call to a known,
trusted number and person.
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b. Implement a dual-authorization system for outgoing wire
transfers.

c. Never accept wire changes via email without independent
verbal verification.

d. Educate clients about common wire fraud scams before
transactions.

3. Device & Network Security

a. Use endpoint protection (antivirus, anti-malware) on all
devices.

b. Keep software and systems updated (including operating
systems and plugins).

c. Encrypt laptops and mobile devices, especially if used
outside the office.

d. Disable auto-forwarding of emails unless necessary for
security audits.

4. Staff Training & Awareness

a. Conduct mandatory cybersecurity training at least
annually.

b. Create a cyber incident response plan and test it with drills.

c. Assign a cybersecurity point person or team within the
firm.

5. Data Protection & Backup

a. Regularly back up critical files (both locally and in the
cloud).

b. Store backups offsite or in secure, encrypted cloud
environments.

c. Use secure client portals for file sharing instead of email
attachments.

6. Vendor & Third-Party Risk Management

a. Vet all third-party services (e.g., cloud storage, case
management systems) for security compliance.

b. Sign data protection agreements with vendors.
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c. Avoid free or consumer-grade software for case-related
work.

7. Legal, Ethical, and Insurance Considerations
a. Review and comply with any applicable KBA and ABA

cybersecurity ethics opinions. (see KBA Ethics Opinion E-
457 and ABA Formal Opinion 512)

b. Maintain cyber liability insurance (ensure it covers wire
fraud, ransomware and theft).

c. Include cybersecurity clauses in engagement letters and
retainer agreements.

iii. LIMICK TIP-LMICK also wishes to remind you that most cyber
insurance policies do not cover theft. Thus, please be sure to have in
place the appropriate safeguards necessary to ensure cybersecurity and
protect you, your client and your firm from wire fraud and theft.

C. Client Intake — I’ve Got a Lead, Now What?

i. Lawyers and law firms often face significant challenges in their intake
departments, which are critical for converting leads into clients and
ensuring smooth case management from the start. Below are some key
challenges and practical solutions to address them:

1. Slow Response Time
a. Issue: Prospective clients expect prompt responses. Delays
often lead to lost opportunities as they may contact
multiple firms.

b. Solutions:

i. Implement a 24/7 answering service or live chat to
ensure no call or message goes unanswered.

ii. Train intake staff to respond within minutes, not
hours.

2. Poor Lead Qualification

a. Issue: Intake staff may fail to properly qualify leads,
wasting attorney time on non-viable cases.

b. Solutions:
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i. Develop a standardized intake questionnaire
tailored to each practice area in which you provide
legal services.

1. Having a specific questionnaire for a
particular field of law will help you
determine whether a client is suitable or
not.

2. Ifyour firm does not provide services
catered to the potential client’s needs, have
referral services with other attorneys that
you can refer clients to, so that they can
reciprocate potential clients/business.

ii. Use legal intake software or “CRM” (client

relationship management software) with built-in
screening tools.

3. Inconsistent Follow-Up
a. Leads are not consistently nurtured, leading to drop-offs.
b. Solutions:
i. Use a CRM that tracks all communications.

ii. Automate drip campaigns (emails/texts) for leads
not ready to commit immediately.

iii. Assign follow-up schedules and accountability to
intake staff.

4. Lack of Training and Legal Knowledge

a. Intake staff often lack the legal knowledge needed to
handle questions or identify case value.

b. Solutions:

i. Conduct regular training sessions on legal basics
and client empathy.

ii. Involve attorneys in refining intake processes and
training materials.

5. Data Entry Errors and Disorganization
a. Inaccurate or incomplete information can lead to

confusion, compliance issues, or lost cases.
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b. Solutions:

i. Use intake forms integrated with your case
management system to avoid double entry.

ii. Require mandatory fields and validation checks in
forms.

iii. Conduct regular audits of intake data for quality
control.

6. Client Experience Issues

a. Poor intake processes create a bad first impression,
damaging client trust and referrals.

b. Solutions:

i. Ensure intake staff are empathetic, professional,
and efficient.

ii. Solicit feedback from clients about their intake
experience.

ii. Best Practices for Optimizing Intake

1. Use Technology: Legal-specific tools like Clio Grow, Lawmatics,
or Lead Docket streamline intake.

2. Standardize Processes: Document workflows to ensure
consistency.

3. Track Performance Indicators: Monitor metrics like
conversion rate of prospective client to actual client, average
response time, and lead source performance.

4. Regular Staff Evaluations: Monitor performance and
incentivize quality.

5. Prioritize Mobile and Online Access: Make it easy for
prospects to reach you via mobile-friendly intake forms and
chatbots.

iii. 7 Essentials for an Optimized Client Intake Process

1. Structured Intake Form

a. Use a standardized and customizable form that captures all
necessary client and case details.
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b. Tailor fields based on the practice area (e.g., personal

injury, family law, criminal defense).

2. Thorough Conflict Check Protocol

a.

b.

C.

Run a conflicts-check early in the intake.

Integrate this step into your intake software or CRM for
efficiency.

Document all results to protect against ethical violations.

3. Clear Case Qualification Criteria

a.

Define what qualifies as a viable case before attorney time
is invested.

4. Prompt and Professional Communication

a.

b.

Respond to all inquiries within minutes when possible.

Automate initial follow-up messages but ensure personal
interaction quickly follows.

Maintain a polite, informative tone that builds client trust
from the start.

5. Detailed Documentation of Consultations

a.

Record key points from the initial consultation: case facts,
legal goals, expectations.

Use intake notes templates or CRM logging features to
ensure consistency.

6. 6. Digital Engagement & E-Signatures

a.

C.

Allow clients to sign engagement letters
electronically.

Use secure online forms or portals to collect documents
and signatures.

Offer mobile-friendly intake options for convenience.

7. Smooth Handoff to Legal Team

a.

Ensure all intake data flows seamlessly into your case
management system.

b. Assign the case and schedule tasks for the legal team.
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c. Send onboarding materials (e.g., welcome email, what to
expect, initial checklist).

An efficient client intake department is critical to the success of any law firm, as it
serves as the gateway for converting leads into loyal clients and setting the tone for
the entire attorney-client relationship.

By implementing essential practices such as standardized intake forms, prompt
communication, thorough conflict checks, and digital engagement tools, lawyers and
their firms can reduce administrative bottlenecks, improve client satisfaction, and
ultimately boost conversion rates and firm profitability.

D. Bar Complaints — I’ve Received One, Now What?
i. Authority to Discipline Lawyers
1. Kentucky Constitution, Section 116: “The Supreme Court

shall, by rule, govern admission to the bar and the discipline of
members of the bar.”

2. SCR 3.025: “The mission and purpose of the association is to
maintain a proper discipline of the members of the bar in
accordance with these rules and with the principles of the legal
profession as a public calling...”

ii. Progression of a Bar Complaint
1. Complaint is filed with the Office of Bar Counsel (OBC)
a. SCR 3.155(1): Bar Counsel shall be responsible for
investigating and prosecuting all disciplinary cases and

such other duties as the Board may designate.

b. Upon receipt of a complaint, the OBC may, but is not
limited to, do the following:

i. Dismiss the Complaint without any investigation
ii. Refer the matter for Alternative Disposition/

“Alt3(c)” under SCR 3.160 Initiation of disciplinary
cases

iii. Issue a warning letter

iv. Open the Complaint and investigate
2. Inquiry Commission (IC)

a. 9 Members Total (6 lawyers; 3 laypeople/nonlawyers)
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b. 3 Panels: Each panel consists of 2 lawyers and one
layperson

c. One of the lawyers serves as the panel chair

d. Once a bar complaint has been assigned to bar counsel for
investigation, the IC will hear OBC’s recommendation on
disposition

e. IC may either dismiss the Complaint; issue a warning;
issue warning with conditions; issue private admonition;
issue private admonition with conditions; or issue a Charge

f. The IC may also open investigative files; issue Complaints
based on outside information/tips regarding an attorney’s
conduct; issue Subpoenas Duces Tecum; rule on routine
motions (abeyance, extension of time to file a
Response/Answer, etc.); dismiss/amend Charges after
issuance

3. Trial Commissioners

a. IfICissues a Charge, and case cannot settle through
Consensual Discipline (or settlement), then case is tried
before a Trial Commissioner

b. “The burden of proof shall rest upon the Association in a
disciplinary proceeding, and the facts must be proven by a
preponderance of the evidence.” SCR 3.330

4. Board of Governors (BOG)

a. Appeals from Trial Commissioner are appealed to BOG as
well as issues of law as well as any default by a non-
responding attorney to a Charge issued by the IC.

5. KY Supreme Court

a. Decisions rendered by the BOG, as well as Consensual

Discipline and issues of fact (not appealed) are all elevated

to the KY Supreme Court for review and decision.

iili. SCR 3.150, Access to Disciplinary Information: “In a discipline
matter, the proceeding is confidential...”

1. Allinvestigations in a bar complaint are confidential unless (inter
alia):

a. SCR 3.150 (i): The Respondent has waived confidentiality.
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b. SCR 3.150 (iii): The disclosure of any information is made
for the purpose of conducting an investigation by the
Inquiry Commission or the Office of Bar Counsel.
iv. I’ve Received a Bar Complaint — Now What?

1. Don’t panic!

2. Read the rules! (SCR 3.130 — Kentucky Rules of Professional
Conduct)

3. Do you need counsel?
a. Consider the following:

i. Can you clear up the matter with a phone call to
OBC or the client?

ii. Can you clear up the matter with providing
documents from your file?

iii. Isthere any merit to the alleged violation(s)?
iv. How serious is the alleged violation(s)?
v. Can you keep your emotions in check?
4. Keep it simple!
a. When explaining to OBC the sequence of events and facts
related to the Bar Complaint, keep things as simple as

possible.

i. Do not share “war stories” unless they have a direct
bearing on the case.

b. Do NOT ignore the Office of Bar Counsel (OBC), the
Inquiry Commission (IC), or any other disciplinary
authority. See SCR 3.130 (8.1)(b)

i. Even if you believe the Complaint is meritless,
frivolous, retaliatory, etc., you still MUST file a
Response with the OBC.

5. Failing to file a Response to a Bar Complaint or respond to
requests from the OBC and/or the IC can subject you to an
additional disciplinary charge for violating 8.1(b).

a. LMICK TIP= Do not be afraid to reach out to the

OBC’s investigating bar counsel and request additional
time to file a Response or provide requested documents!
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Just be sure that your request is reasonably made and not
intended to simply delay.

v. Sometimes clients ask lawyers to destroy all copies of their file. It may not
be prudent for the lawyer to comply with this request for purposes of a
malpractice claim, Bar Complaint, or to avoid complicity in questionable
conduct of a client. So, be sure to explain your client file retention policy
in your engagement letter.

1.

3.

LMICK TIP~1In a Bar Complaint, the OBC’s investigating
attorney will undoubtedly request documents or supporting
evidence from the attorney against whom the Complaint has been
made. If you have the file in safekeeping, being able to easily
provide supporting evidence in your Response will help the OBC
process and resolve the Complaint much quicker and assist in your
defense of alleged violations.

LMICK TIP~ Check your malpractice insurance policy to see
whether Bar Complaints are covered by your insurance policy.

i. Avoid arguments which are based on:
1. Standing
2. Statute of Limitations
3. Character Attacks on Complainant
4. “I've been punished enough...”
5. “You people in Frankfort...”

Call your malpractice carrier.

a. LMICK TIP- Call and confirm whether your

malpractice insurance carrier provides you with bar
complaint coverage! Some carriers do, and some do not.

vi. Elements of a Good Response to a Bar Complaint

1.

2.

Provide full, clear, and complete information.

Attach and provide any and all relevant documents that explain
your position or refute any allegations of wrongdoing.

Provide any relevant background information to OBC that may

provide some context for why the Complaint may have been filed
to begin with.
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4. Make sure your Response has an independent review; since it is
your license at risk, attorneys can become jaded and reflect as
much in their Response.

vii. Duty to Respond, SCR 3.130 (8.1)(b): “An applicant for admission to
the bar, or a lawyer in connection with a bar admission application or in
connection with a disciplinary matter, shall not...knowingly fail to
respond to a lawful demand for information from an admissions or
disciplinary authority...”

1. LMICK TTIP-> Failing to respond to a bar complaint, even if it
is frivolous, meritless, retaliatory, etc., may lead to an additional
charge for violating 8.1(b).

viii. Ethics Hotline — SCR 3.530, Ethics Committee and
Unauthorized Practice Committee

1. Ifyou have an ethics issue and aren’t sure how to conduct yourself,
contact the KBA’s ethics hotline.

2. Only covers prospective conduct.

3. Can be used defensively in disciplinary proceedings if a bar
complaint arises from the “approved” conduct.

LMICK trusts that these topics discussed will hopefully have a big impact on your practice. For
questions, please feel free to reach out to us and check out our risk mitigation resources at
www.lmick.com. Please also feel free to reach out to Jared Burke, LMICK’s Risk Manager, for
any questions you may have about this presentation or anything else related to your insurance
needs.
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